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1 Abstract

Based on the open source Certificate Authority (CA) EJBCA (ejbca.sourceforce.net), the SKy-
Sec driver is able to create certificates for any eDirectory object (e.g. users, workstations, de-
vices like VoIP phones, printers and much more). Based on J2EE technology EJBCA consti-
tutes a robust, high performance and component based CA. Actually EJBCA is an enterprise
class PKI you can use to build a complete PKI infrastructure for your organization.

The EIBCA driver for Novell Identity Manager consists of two drivers.
1. a SOAP driver, that communicates with the EJBCA infrastructure

2. a loopback driver, which exports and renews certificates

8 @ Novell Identity Manager

eDirectory s
create certificates =
(pix, der, cer, pem)

Licaresing slte

Add, Modify, Delete

Add, Modify, Delata

alelaq fupap PRy

N

EJBCA
Certificate Authority

The SOAP driver synchronizes objects from eDirectory to the EJBCA PKI infrastructure. It cre-
ates, modifies and deletes ,end entities" in the EJBCA PKI infrastructure. EJBCA itself gener-
ates the specified certificates for the entities. The certificates, including public and private key
material, are stored in eDirectory by the SOAP driver. Since all eDirectory object classes can
by synchronized with EJBCA, you can create certificate for any eDirectory object.

The loopback driver exports the certificate into a PFX, CER, DER or PEM file for further distri-
bution. In case of a PFX file you can define a standard password, which is exported in a sepa-
rate password file. The loopback driver automatically renews certificates before they expire.
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2 Installation
The installation of the EJBCA driver is done in the steps listed below:
extract downloaded zip
extend the eDirectory schema
replace existing java classes
copy new java classes
generate java keystore file
import the driver (either with iManager or Designer)

NouUu A wWN e

start the drivers

2.1 extract downloaded zip file

Please extract the EJBCA ZIP or RAR file, you have downloaded, in a working directory. The
driver package contains the following files:

e this manual (EJBCA Driver Installation & Configuration)
MakeKeystore.bat

Drivers\EJBCA_LB.xml

Drivers\EJBCA_Soap.xml

Drivers\ejbcaSchema.sch
Libraries\bcprov-jdk14-137.jar
Libraries\SKyPRO-EJBCASoapUtils.jar
Licenses\SKyPRO-EJBCASoap.jar
sun\jce_policy-1_4_2.zip

e sun\jce_policy-1_5_0.zip
Please verify, that you have received all files before continuing.

2.2 extend eDirectory schema

The EJBCA driver uses an auxiliary class which is linked to any object, which is synchronized
with EJBCA. To extend the eDirectory schema you can either use Novell's iManager or Design-
er for Identity Manager.

2.2.1 extend eDirectory schema using iManager

iManager uses the ICE wizard to extend the eDirectory schema. Start iManager and expand
,Schema" under ,Roles and Tasks".
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Novelly iManager

=X
B I o EIFI ERCT

(@] Roles and Tasks

| 1A Categores]

Auditing and Logging
Credential Provisioning
Directory Administration
eDirectory Encryption
eDirectory Maintenance
Groups

Help Desk

Identity MaE;gl'y
Identity Manager Utilities
AP

Nias

Novell Certificate Access
Novell Certificate Server
Novell Secure Workstation

Partition and Replicas

i

ICE Wizard

55
"a Welcome to the ICE Wizard

The ice wizard wil step you through the import, export, migration of data or schema update and
compare operations.

Select the task you would like to perform.

© Import data from file on disk
© Export data to a file on disk

() Migrate data between servers

@ Add schema from a file

© Add schema from a server

© Compare schema files

() Compare schema between server and file
© Generate Order File

Advanced Settings

]

Select ,extend schema" and choose , Add
schema from a file".

Press , Next"

Passwords
PEX Run in verbose mode
£ea [] Log failed records
Provisioni uest [ Disable schema pre-check while import
fainon Schema rules:
Rights [(Durchauchen...]
it rules:
Role-Based Entitlements T ;
= Schema .
Add Attribute [(Duchaschen...|
Attribute Information
Class Information
Create Attribute .
Create Class
Delete Attribute
Delete Class
Extend Schemg <<Back | Mext > | Cancel |
ICE Wizard

&
a

Select the schema File

Advanced Settings

Exit on error

[] Run in verbose mode

| Add records without change type

Schema options

[J Do not add but compare schema

<< Back |

Cancel |

Choose ,Schema File" as file type. Click
~search™ to look for the schema file.

Choose file ,ejbcaSchema.sch®™ from the
driver pack.

|2 EJBCA LB.xml
[=|EJBCA Soap.xml

| 2

]

Press ,Open®.

Press , Next"
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Select the Server

Server DNS name/IP address:

172.16.2.91
Port: 389
DER file:

{Meeded if a secure port is used.)

() Anonymous login
(®) Authenticated login

User DN: cn=admin,o=system

{ex: cn=admin,o=novell)

Password: |

Advanced Settings

[] Use LDAP protacol version 2

<< Back | Next>> | Cancel |

The following message(s) were returned from the ice engine.

Novell Import Convert Export mtility for Novell eDirectory
version: 20112.68

Copyright 2000-2005 Nowvell, Inc. All rights reserved. U.S. Pa|
Source Handler: ICE SCH Data handler for Novell eDirectory (ver
Destination Handler: ICE LDAP handler for Nowvell eDirectory (ve|S
Getting source schema...done. |

Summary :
Total Records Parsed =6
Attribuntes Parsed =5
ObjectClasses Parsed =1

Getting destination schema...done.
Starting schema update...

Select DNS name or IP address of serv-
er, which is going to process the import.

Provide port 389 for standard LDAP op-
eration.

Provide userID and password of the ad-
min account or any other user, who has
sufficient rights to expand the eDirectory
schema.

The ICE will process your request and
expand the schema accordingly.
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2.2.2 extend eDirectory schema user Designer

Instead of using the iManager to expand the eDirectory schema you can use Novell's Designer
for Identity Manager.

Before you start expanding the schema in Designer, make sure you have the current schema
of your eDirectory imported into your designer project. To import the schema into your de-
signer project select live/schema/import on your identity vault.

Please start Designer and right click on the identity vault you're going to extend.

=

[E e Select ,Import schema from File..™ from
! € Undo Change Localion the context menu.

™ Straighten Connections

("1 Select Connected Applications
Distribute
Align

? Change to eDirectory Tree

@] Change to I¢

i Add to Group

,@ Manage Vault Schema...

@ Document Selection..
' Export to File
E-Mail Templates

Live

¥ Delete

Properties

- Seneme Brpert Wieard 9 select the schema file ejbcaSchema.sch
BRACT BONMECERO BIpHY @ provided with the driver pack. You'll find
[ the schema file in the subdirectory
/drivers in the directory, where you un-
s _ packed the downloaded file.
| D:‘g_ejbmsd'lema.sd'_l!
(&) .5ch format
O it format Press Next and Finish.
@ Next > =

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch
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After you have extended the schema in
Designer you have to deploy the schema
|+« Straighten Connections to your identity vault.

¢ Select Connected Applicstions
Distribute
Align
 Chenge fo eDirectory Tree Right click on your identity vault and se-
I Crarceto Ldenty ot/ Mt Diectry lect ,Live/Schema/Deploy.."

cﬁ Add to Group

@ Manage Vault Schema...

Document Selection...
E Import Schema from File...

Export to File
E-Mail Templates

Live e Import...
Q Deploy...
-‘ﬁ Compare...

Schema

¥ Delete

Properties

(4] Open iManager...
egs Browse Identity Vault...

) Driver Statue...
D Start Drivers
Q Stop Drivers
@ Restart Drivers

. Schema Deploy Wizard .
" - ) Provide the name or IP address or your
SelRcieaain Doy @ host holding the eDirectory identity
Select the location where you want to deploy the schema vau It
Deploy to eDirectory
HostName: | 172.17.2.91 vl You also have to provide the user name
(Example: 192. 168. 14. 199 or myserver.company.com) and password for your admin account or
User Name: | adrmin.system v] any other user, who has sufficient rights
Example: Admin.Novel) to extend the eDirectory schema.
Password: !.........lu |
® : =
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Schema Deploy Wizard

Only select ,ejbcaAuxClass™ and its ap-

Select Classes and Attributes for Deplo . .
et @ propriate attributes to deploy to your
Select "Deploy all associations™ to assodiate the selected attributes with dasses . .
that might already exist in the destination system. |dent|ty vault.
Classes: Attributes: [CIpeploy all associations

[¥] ejbcaCertificateDER
ejbcaCertificatePKCS12 Press ,Next"
ejbcaCertificateTimestamp
ejbcaCertificateValidTo
ejbcaCommand

[select a1l | [Deselect i | (show Al

[ indude base schema

| ejbcafuxClass

62} < Back “ Next> | [_Einish H Cancel ]

= o

Schema Deploy Wizard
Export Summary @
The following dasses and attributes will be exported to eDirectory.

Classes:
ejbcaAuxClass

View summary and press ,Finish®.

Attributes:
ejbcaCertificateDER.
ejbcaCertificatePKC512
ejbcaCertificateTimestamp
ejbcaCertificateValidTo
ejbcaCommand

Einish ] ’ Cancel

2.2.3 Check schema extension

Before you continue installing the EJBCA driver, check the schema extension you've made.
Logout of iManager and login again. From ,Roles and Tasks" expand ,Schema"™ and select
~Class Information®™.
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(@] Roles and Tasks
# Class Information

T S . Search for ,ejbcaAuxClass" and select

(] Auditing and Loggi Seiect the class that you want information on. Vle W\\
@ : e ”
Credential Provisioniny

Available classes:
[#1 Directory Administration
dynamicGroup o
A

&l eDirectory Encryption dynamicGroup.
edirSchemaVersion
1 eDirectory Maintenance AnC
1 Groups
5 Help Desk View
&l |dentity Manager
1 Identity Manager Utilities o
I LDAP

eibca lass.
encryptionPolicy
Extemal Eritty

[ NMAS. =
&l Navell Certificate Access

&l Novell Certificate Server

# Novell Secure Workstation

¥l Partition and Replicas

&l Passwords

 pax

5 Provisioni
Configuration

[# Rights
[# Role-Based Entitlements
=l Schema

Add Attribute

Attribute Information

Class Information

@] Roles and Tasks
& Attribute Information

T - “ Make sure you see all attributes as listed

Auditing and Logging Select the attribute that you want information on. as i d e:
Credential Provisioning '
& Directory Administration

Available attributes:

" edirSchemaFlagVersion x
& eDirectory Encryption eibcaCertificate DER

eibcaCertificatePKCS 12
= ebitecton pintenence S e . o
9 oo : ejbcaCertificateDER
e - eJ:bcaCommand '
 Mentity Nansgor Utltes e ejbcaCertificateTimestamp
# LDAP . g
i ejbcaCertificatePKCS12
Mol Cortificate Acces ejbcaCertificateValidTo

* Novell Certificate Server
B Novell Secure Workstation
 Partition and Replicas

B Passwords

 Rights
¥ Role-Based Entitlements

B Schema
Add Attribute
Attribute information

2.3 replace existing java classes

The EJBCA driver needs to replace a couple of existing java classes on the server, where iden-
tity manager is installed.

1. bcprov-jdk14-137.jar (may not be installed already)

2. local_policy.jar and US_export_policy.jar (from java cryptograhpy extension jce)

2.3.1 bcprov class

This java class is needed for higher encryption than 48-bit. Please locate all instances of the
bcprov-jdk14-137.jar file and replace them with the version provided with the driver. The
correct version of the file is:

name date size
bcprov-jdk14-137.jar August 20" 2007 1,437kB

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch
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The file is located in the subdirectory libraries in the extracted driver packages.

If you do not find any instance of this file, copy it into the subdirectory, where all Identity
Manager java classes are installed. By default this is one of the following directories:

e Windows: \novell\RemoteLoader\lib
e Linux: /opt/novell/eDirectory/lib/dirxml/classes
e NetWare: sys:\system\lib

2.3.2 java cryptography extension (jce)

To use more then 7 characters in a certificate password you need to download and install the
java cryptography extension (jce). For your convenience we have provided the jce for java
1.4.2 und java 1.5 (found in subdirectory sun). To see which version of java you have in-
stalled, you can use the command java -version. If you have installed other java
version,please go to www.sun.com/download to look for the appropriate version.

If you unzip the jce policy file, you will find two java classes:

US_export_policy_jar
local_policy.jar

Please locate all instances of these files on your server and replace them with the correct ver-
sions from your jce download. Please restart java.

2.4 install new java classes

The EJBCA driver needs two additional java classes:
1. SKyPRO-EJBCASoapUtils.jar (found in subdirectory Libraries)
2. SKyPRO-EJBCASoap.jar (found in subdirectory Licenses)

These java classes have to be copied to the directory where you have installed your Identity
Manager SOAP driver. Look for the files SOAPshim.jar and SOAPUtil.jar. These files are in-
stalled by default in the following directories:

e Windows: \novell\RemotelLoader\lib
e Linux: /opt/novell/eDirectory/lib/dirxml/classes
e NetWare: sys:\system\lib

Copy both files, SKyPRO-EIJBCASoapUtil.jar and SKyPRO-EIJBCASoap.jar, into this directory.
Please restart java to take effect of the new installed java classes.

2.5 Generate Java keystore

The SOAP connector needs a certificate to connect to the EJBCA SOAP server. This certificate
has to be importet into a java keystore file. This keystore file is used by the EJBCA driver to

read the certificate and to authenticate to the EJBCA soap server. The keystore file is create

in three steps:

1. create end entity

2. export certificate

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch
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3. create java keystore

2.5.1 create end entity

Contact your EJBCA administrator to provide you with an end entity within EJBCA, that has
the appropriate rights to create entities and generate certificates. In this documentation we
assume, that you have an end entity within EJBCA with these rights. Otherwise please refer
to the EJBCA manuals.

2.5.2 export certificate

In our example we export the certificate of the end entity superadmin, who has all needed
privileges.

Start your web browser an go to the EJB-
Z Te 1l / CA administrative site. As you call the ad-
EJ BCA Admlnlefaflon ministrative web site of EJBCA you have

to have installed a certificate in your web

Home Version : EJBCA 3.4.3 -
CAFunctons browser, that allows you to administer the
Basic Functions Welcome SuperAdmin to EJBCA EJBCA infrastructure. Please refer to the
EatPaitee Administration. EJBCA manual. The EJBCA Administration
Edit Certificate Authorities site will open up

RA Functions B

it User Data Sources By default the URL of the admin web page
W EJBCAis a fully functional Certificate Authority. Based on of EIBCA is:

List/Edit End Entities J2EE technology it constitutes a robust, high performance and

component based CA. Both flexible and platform independent,

5:“*’:::‘;"}{‘&:?;“0"5 EJBCA can be used standalone or integrated in any J2EE

% application. . . ; i

View Log https://<server>:8443/ejbca/adminweb/

Log Configuration
Written exclusively in Java, EJBCA can be run on any platform

stgi:mFggi:‘”u'ﬁaﬁm where a J2EE server is used and it has been tested on Linux
System Configuration :
and Windows platforms.

Edit Services

Exbt Admistrtor Pivieges You have to use a DNS name. EJBCA does

not work with ip addresse

Public Web Made by PrimeKey Solutions AB, 2002-2007.
My Preferences

List End Entities Select List/Edit End Entity in the left
AdvancedMode | MENU. In our example the end entity su-
Find end entity with username: superadnin Find peradmin has the appropriate rights. List
Or find end entity with Certificate SN (hex) Find the user and SeleCt Edlt End Entlty
Or with status - »
Or list end entities with certificates expiring within Days
SEIEEtu:ername = CA N:mcéN‘ Common Sr:%an\iatinn C;ggri\zahon = Status
View End Entity
[0 superadminAdminCA1SuperAdmin Generated %&
View History

Select Al Unselect All Invert Selection

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch


https://www.ejbcatest.local:8443/ejbca/adminweb/

Sl(Y P?Q Installation and Configuration Version: 1.1

Advanced networking

Date: 27.05.2008 SKySec Driver for Novell IDM Page 13 von 28

Username superadmin Set and confirm the password and acti-

Password vate the check box batch generation.

Confirm Passwaord

Batch generation
(clear text pwd [

storage)
Certificate Profile| ENDUSER a4 At the end of the form select ,P12 file" as
CA| AdminCAT |» Token and change the status to new.
Token| P12fie w Save the form.
Types:

Administratar

Status | New »

As you have edited the end entity, you have selected to batch generate the P12 certificate
file. Now we're ready to export this certificate. (In this manual we assume you have installed
EJBCA on a windows based server. Otherwise please refer to the EJBCA manual for instruction
how to export the certificate.)

Go to the server console and open a command console. In the command console change to
the EJBCA installation directory. Default installation directory is c:\ejbca_3_4 3. Change to
the subdirectory bin. Enter the batch command to export certificates of new generated end
entity:

ejbca.cmd batch

batch.BatchMakeP12 Generating keys in director

[main] INFO - tch. eP rating for all N
[main] INFOD g. i b L Batchm: rating 1 u
[main] INFO i o f
[main] INFOQ

[main] INFO Jhca. ui b .Bat ak er q B ] ¥y - IDMDriwver

[main] IWFD - hatch. 2 1 new us 1= Fully -

rating for all F
tch generating O u

This script will export the superadmin certificate to the subdirectory p12.

Address | ) Ciiejbea_3_4_3binip12

Folders x | Size | Tvpe | Date Modified
[ < Local Disk (C:) ;I .pl 3KE Personal Information Ex...  1/8/2008 2:23 PM
) apache-ant-1.7.0 superadmin.plz JEE  Personal Information Ex...  1/8/2003 11:38 AM
) Documents and Setti | | () tomeat. ks 4KB JKSFie 5/18/2007 10:58 PM

= ) ejbca_3_4_3
) .setkings
= |2 bin
) extra
2 piz
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2.5.3 create java keystore

Copy the certificate you created to the directory, where you have extracted the EJBCA driver
files. For your convenience we have provided a script MakeKeystore.bat to generate the java
keystore file cacertsClient the driver needs to authenticate to the soap server.

Open the script MakeKeystore.bat and correct the name and the password (superadmin.p12
and ejbca) with the certificate you have create.

java -cp Libraries/SKyPRO-EJBCASoapUtils.jar;Libraries/bcprov-jdkl14-137.Jjar;Li-
cences/SKyPRO-EJBCASoap.jar ch.skypro.idm.drivers.ejbcasoap.utils.PKCS12toJKS
superadmin.pl?2 password cacertsClient

Start the script:

:%Eigere Dateien'iFolder' Sk WProjekte\EJBCA Driveriwl.0

Copy the cacertsClient keystore file to the directory where you have copied the SKyPRO EJB-
CA java classes in chapter 2.4.

SKYPRO AG, Gewerbestrasse 7, CH-6330 Cham, Tel. 041 741 47 70, Fax 041 741 50 71, www.skypro.ch
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2.6 configuration parameters

Before we start to import the drivers, we have a look at the configuration parameters. Both
drivers have some important parameters, which you must understand to define them correct-

ly.

2.6.1 SOAP driver parameters

As explained above the SOAP driver creates an EJBCA end entity. Since we do not want to
create a certificate for all the objects in our eDirectory, we have to filter out the objects we
want to pass to the EJBCA. At the moment the end entity is created, the PKI generates the
certificate. To create the correct certificate, we pass some parameters over to the EIJBCA, so it
knows what type of certificate it has to create. As soon as the certificate is created, it is
passed back to the driver. The driver stores the certificate in eDirectory, so the loopback driv-
er can export it.

URL of remote DSML Server

The communication between the IDM server and the soap server will always be SSL secured.
So you always have to use ,https". EJBCA compares the SSL server certificate that will be
used for the encryption with the name of the URL you call. If the URL you call does not match
with the server name in the SSL certificate, EJBCA will refuse the connection.

You can never use an ip address as the URL!

In the log file of the soap driver you will find the error message ,, No trusted certificate
found". A valid URL could be:

https://www.ejbcatest.local:8443/ejbca/adminweb/

You can check the URL of the server certificate with your browser when you are connected to
the EJBCA Administration site. Double click on the closed security lock in internet explorer or
firefox and display the certificate information. There you will find the common name (cn) of
the server the certificate is issued for.

keystore file

EJBCA does not use userID and password to authenticate to the web server but it request a
valid certificate. The certificate is stored and passed in the keystore file, which we have creat-
ed and copied to the driver directory. This parameter contains the path and filename of the
keystore file.

Without a valid keystore file the driver can not establish a connection with the EJBCA web
service. In the driver log file you'll find an error message , AuthorizationDeniedException®.

If you use our MakeKestore.bat command file to create the keystore file the password for the
keystore file will be ,,changeit".

Path to object container

The driver only processes objects residing within this container and its subcontainers. Please
use the browse button to select the right context to be sure to use the correct syntax. Be
aware: the syntax between importing the driver and modifying the value in iManager is differ-
ent!

object class

While importing the driver with designer or iManager the import wizard will ask you for an ob-
ject class to create certificates for. Certificates will only be created for this object class. If you
want to create certificates for different object classes, you have to install a driver for each ob-
ject class.
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EJBCA CA Name
This parameter contains the name of your Certificate Authority (CA) issuing the certificates.
You'll find the name your CA in the EJBCA Administration portal. See ,EJBCA Administration®™.

EJBCA Certificate Profile Name

The driver needs to pass a Certificate profile name to EJBCA. EJBCA uses this profile to gener-
ate the certificates. The profile defines the key usage, available key length and much more.
Be sure to use an existing Certificate profile name. Otherwise EJBCA can not generate a cer-
tificate. See ,EIJBCA Administration™ to look for valid Certificate Profile names.

EJBCA End Entity Profile Name

An End Entity Profile works as a template for the end entity to create. EJBCA uses this profile
to create the end entity. Be sure to use an existing End Entity profile name. Otherwise the
EJBCA will not create the end entity. See ,,EJBCA Administration™ to look for valid End Entity
Profile names.

End Entity Password Prefix

EJBCA requires a password for each end entity. This password is only needed to pass to EIB-
CA to create the end entity. Enter any password that has at least 6 characters, upper and
lower letters and one special character (e.g. EjbCA.).

Certificate Key Length
Defines the key length of the certificate. The available key lengths depend on the Certificate
Profile that will be used.

Certificate key algorithm
The key algorithm will always be RSA. Please do not change this field.

2.6.2 Loopback driver parameters
The loopback driver exports the certificates to PFX, DER or CER files.

Path to object container

The driver only processes objects residing within this container and its subcontainers. Please
use the browse button to select the right context to be sure to use the correct syntax. The
syntax between importing the driver and modifying the value in iManager is different!

object class

While importing the driver with designer or iManager the import wizard will ask you for an ob-
ject class. Certificates will only be created for this object class. If you want to create certifi-
cates for different object classes you have to install a driver for each object class.

default password

If you export a certificate to a PFX file you can protect the file with a password. You can pro-
vide any password. If you define a password, the driver will create a password file containing
the password. The name of the password file corresponds to the name of the object with the
extension .PWD. This is very convenient if you plan to deploy and install the certificates with
a resource management system. So the resource management system is able to install the
certificate automatically.

automatic renewal process
You can automatically renew a certificate before it expires. This parameters defines how
many days before the expiration date is reached the certificate will be renewed.

certificate file formats (PFX, DER, CER)

The driver can export the certificate in different formats. Please select the file formats (but at
least one) you want the certificate be exported to. The PFX file format corresponds to the
PKCS12 certificate format. DER is a binary coded X.509 certificate. CER is a base64 coded X.
5009 certificate.
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2.7 import and configure driver

Now we're ready to import the driver into your Identity Manager environment. You can do
this either with iManager or Designer.

2.7.1 Designer
Start Designer and open the project where you want to import the driver.
Import SOAP Driver

Click right mouse bottom on your
driver set and choose Import

: <) Undo Change Location from File...

New
Copy

Arrange Applications
Distribute
Align

Document Selection. ..
Import from Filep,
‘@ Export to Configutation File. ..

Live

¥ Delete

Properties

Select Browse and go to the di-
rectory where you extracted the
EJBCA driver. Choose the
EJBCA_Soap.xml file you find in
the subdirectory drivers.

Press Ok.

The driver import wizard appears.

driver name:
define any driver name.
e.g. EJBCA-SOAP

object class:
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Enter the object dass, for which you wil the Certificate to be made.

Object dass: *
workstation

Enter the DM of the container where objects should be published (users.organization).

Objects container DN: *

workstation.system

Enter the EJBCA Certificate Authority Mame.

EIBCA CA MName: =
AdminCA1

Enter the EJBCA Certificate Profile Mame.
EJBCA Certificate Profile Name: *

CA Certificate Profile

Enter the EJBCA End Entity Profile Name.,
EJBCA End Entity Profile Name: *

End Entity Profile

Enter the EJBCA WebService URL.

EJBCA WebService URL: *

https: fflocalhost: 8443 /ejbcafejbcaws fejbcaws

Enter the Path to KeyStore file with dient certificate and trusted root certificate.

Path to KeyStore file: *

cacertsClient

El uropiasiM

e

EIBCA_Sozp

Version: 1.1
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select the object class, for which
the driver should create certifi-
cates.

e.g. workstation

Container DN:

define the container containing
the objects for which the certifi-
cates should be created.

e.g. workstation.system

CA Name:

enter the name of your CA. You
find the name of the CA under
basic functions in you EJBCA Ad-
ministration portal.

Certificate Profile Name:
define the EJBCA certificate pro-
file to be used by the driver. You
can define certificate profiles in
the EJBCA Administration portal
under Edit Certificate Profiles.

End Entity Profile Name:
define the EJBCA end entity pro-
file to be used by the driver. You
can define end entity profiles in
the EJBCA Administration portal
under Edit End Entity profiles.

EJBCA WebService URL:

enter the URL of the EJBCA SOAP
Service. You can test the URL in
your web Browser. e.g.
https://<yourEJBCAhost>:8443/
ejbca/ejbcaws/ejbcasw

Path to keystore file

enter the path to your keystore
file you created. e.g. /opt/novell/
eDirectory/lib/dirxml/classes/cac-
ertsClient

The driver has been created suc-
cessfully.

We have provided the icons in
the icons subdirectory. Double
click the driver and select iMan-
ager icon to replace the image.
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Import Loopback Driver

Click right mouse bottom on your
driver set and choose Import
from File...

: <) Undo Change Location

New
Copy

= Straighten Connections

{1 Select Connected Applications
Arrange Applications
Distribute
Align

Document Selection. ..

‘(@ Export to Configuration File. ..

Live

¥ Delete

Properties

Select Browse and go to the di-
rectory where you extracted the
EJBCA driver. Choose the

EJBCA _LB.xml file you find in the
subdirectory drivers.

Press Ok.

Suchen in: |@' Crrivers

[EhEIBCA, LB
D EJBCkScaE.mI

Recent

] O 2

Driver name: = . . .
The driver import wizard appears

EJBCA_LE .
= t? Driver name

e i e e e e Enter any name for the driver

Object dass: * Object class
define the object class, for which

kstati
oo o the driver should export the cer-
Enter the DM of the container with your objects (users.organization). tificates
Objects container DN: = Container DN
workstation. system enter the name of the container
containing your objects
Enter the path where certificates should be exported. Path to certificates
Path to certificates - Folder: = define the path, where the certifi-
Jcerts| cates should be exported to.

Naming depends on operating
system the driver is installed on.
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e.g. /certs (for Linux)

Confirm the successfully import
of the driver.

EIBCA_Sozp

EIBCA_LB

We have provided the icons in
the icons subdirectory. Double
click the driver and select iMan-
ager icon to replace the image.

To deploy the drivers to your live
system right click on your driver
set and choose Live/Deploy...

Select the two EJBCA drivers you
have created to deploy.

Mew
Copy

=== Straighten Connections

(" Select Connected Applications

ng Input Transform
ing

Arrange Applications »
Distribute »

‘ansform Align »
Transform

m Stylesheet Document Selection...

ansform Import from File...

Transform & Export to Configuration File...

¥ Delete

Properties

Driver et Configuration »

& Driver Status...
Q Start Drivers
@ Stop Drivers
@ Restart Drivers
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2.7.2 iManager
Import SOAP Driver

Add Qriver

Delete Driver
Information

Where do you want to place the new driver?

® Inan existing driver set

DriverSet system 5

O In a new driver set

<= Back | Hext == | Cancel | Finish |

Import or create a new Application Driver for this driver set.

O Import a driver configuration from the server (XML file)
ActiveDirectory xaml ]

O Import a driver configuration from the client (XML file)

File: Dugﬁsuchen...

O Create a new driver

Mame:
<= Back | Hext == | Cancel | Finish |
i) Drivers "

fEhEIBCA LB.xmil
EREIECA Soap.xm
[ etbeaschemisch

Version: 1.1

Page 21 von 28

Start iManager and login with ad-
min rights. Go to the Identity
Manager Overview. In the
overview press the ,Add Driver"
buttom.

Decide whether you want to
place the new driver in an exist-
ing driver set or in a new driver
set.

Press Next

Select to import a driver from the
client as XML file and press the
Browse bottom.

Browse to your download directo-
ry where you extracted the EJB-
CA driver. Select the EJBCA-
Soap.XML file in the subdirectory
Drivers.

Press Next

Driver name: * Existing drivers:

EJBCA_Soap <Select an exdsting driverto updates |

The driver import wizard appears

driver name:
define any driver name.
e.g. EJBCA-SOAP
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Enter the object dass, for which you will the Certificate to be
made.

Object class: *
workstation

Version: 1.1
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object class:

select the object class, for which
the driver should create certifi-
cates.

e.g. workstation

Enter the DN of the container where objects should be
published {users.organization).

Objects container DM: *
warkstations.system =

Enter the EJBCA Certificate Authority Name.

EJECA CA Name: *
AdminCA1

Container DN:

define the container containing
the objects for which the certifi-
cates should be created.

e.g. workstation.system

CA Name:

enter the name of your CA. You
find the name of the CA under
basic functions in you EJBCA Ad-
ministration portal.

Enter the EJBCA Certificate Profile Name.

EJBCA Certificate Profile Mame: *
CA Certificate Profile

Enter the EJBCA End Entity Profile Name.

EJBCA End Entity Profile Name: *
End Ertity Profile

Enter the EJBCA WebService URL.

EJECA WebService URL: *
hitps:/Aocalhost . 844 3/ejbca/ejbcaws. g

Certificate Profile Name:
define the EIBCA certificate pro-
file to be used by the driver. You
can define certificate profiles in
the EJBCA Administration portal
under Edit Certificate Profiles.

End Entity Profile Name:
define the EJBCA end entity pro-
file to be used by the driver. You
can define end entity profiles in
the EJBCA Administration portal
under Edit End Entity profiles.

EJBCA WebService URL:

enter the URL of the EJBCA SOAP
Service. You can test the URL in
your web Browser. e.g.:
https://<yourEJBCAhost>:8443/
ejbca/ejbcaws/ejbcasw

Enter the Path to KeyStore file with client certificate and
trusted root certificate.

Path to KeyStore file: *
novell /e Directony b/ disanl /cacetsClient

Path to keystore file

enter the path to your keystore
file you created. e.q.
Jopt/novell/eDirectory/lib/dirxml/
classes/cacertsClient

Press Next
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EZ]l
s

The Dir¥ML-Driver object is defined to be security eguivalent to the following
objects:
Remove
0K | Cancel Apply |

Identity
Vault

Import Loopback Driver

Add Qriver

Information

Delete Driver

Where do you want to place the new driver?

& In an existing driver set

DriverSet system
O In a new driver set
<= Back | Hext == | Cancel | Finish |

Version: 1.1
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Define an admin security equiva-
lent for the driver and list every
object, residing in the configured
container, you want explicitly to
exclude from the driver.

Press Next

Confirm the driver summary and
press Finish.

Your new driver has successfully
been added.

Start iManager and login with ad-
min rights. Go to the Identity
Manager Overview. In the
overview press the ,Add Driver"
bottom.

Decide whether you want to
place the new driver in an exist-
ing driver set or in a new driver
set.

Press Next
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Import or create a new Application Driver for this driver set.

O Import a driver configuration from the server (XML file)
ActiveDirectory xaml ™

i Import a driver configuration from the client {.XML file)

File: Dugﬁsuchen...

O Create a new driver
Mame:

<= Back | Hext == | Cancel | Finish |

(3 Drivers w

fEmh EJBCA Eag.xml

ejbcaschema.sch

Select to import a driver from the
client as XML file and press the
Browse bottom.

Browse to your download directo-
ry where you extracted the EJB-
CA driver. Select the EJBCA-
LB.XML file in the subdirectory
Drivers.

Press Next

The name of the driver contained in the driver configuration
file is "EJBCA_LB". Enter the actual name you want to use for
the driver.

Driver name: *
EJBCA_LB

Existing drivers:
<Select an existing driver to update | v

Enter the object dass, for which you will the Certificate to be
made.

Object class: *
waorkstation

driver name:
define any driver name.
e.g. EJBCA-LB

Object class

define the object class, for which
the driver should export the cer-
tificates

Enter the DN of the container with your objects
(users.organization).

Objects container DH: *
workstation system =

Enter the path where certificates should be exported.

Path to certificates - Folder: *
Jocers

Container DN
enter the name of the container
containing your objects

Path to certificates

define the path, where the certifi-
cates should be exported to.
Naming depends on operating
system the driver is installed on.
e.g. /certs (for Linux)

Press Next
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Security Equals: g FEJBCA LB.DriverSet.system = _ ) . -
Define an admin security equiva-
Identity Manager lent for the driver and list every
Security Equals object, residing in the configured
container, you want explicitly to
The DirXML-Driver object is defined to be security eguivalent to the following .
abjects: exclude from the driver.
i svstem | s Press Next
Remove
oK | Cancel | Apply |

Confirm the driver summary and
press Finish.

E1 Your new driver has successfully
been added.

Identity
Vault

2.8 EJBCA Administration Overview

For your convinience we provide you at this place with some information about EJIBCA Admin-
istration. During the configuration of the driver you have to configure some parameters with
information from EJBCA. Here you see where you'll find these informations.

F . CA Name:
EJBCA _Administration
tome On the home page of your EJBCA
a rncans CA Functions administration portal you find the
£t Cortcteprfies name of your CA. In this example
Edit Certificate Authorities .
F Basic Functions for CA : AdminCA1 View Certificate View Information Adm[nCAl
% Root CA - C=SE, 0=EJBCA Sample, CN=AdminCA1
’Add End Entity Download to Internet Explorer Download to Metscape Download pem file
List/Edit End Entities
. i . Add Certificate Profiles
EJBCA Administration S .
Select Edit Certificate Profiles to
Home ] . ] create and edit EJBCA certificate
s ons Edit Certificate Profiles profiles. Please review EJBCA
T Current Certificate Profiles documentation for more informa-
Edit Certificate Authorities . ..
] A Catfite Pl - tion on how to create certificate
"Eit User Data souces R ) fil
Edit End Enfity Profiles ROOTCA(F\XE(SXED) pro les.
Add End Entity SUBCA (FIXED)

ListiEdit End Entities

Add End Entity Profile
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EJ BQCA _Administration

Home

CA Functions
Basic Functions
Edit Certificate Profiles
Edit Publishers
Edit Certificate Authorities

RA Functions
Edit User Data Sources

Edit End Entity Profiles;
Add End Entity

ListiEdit End Entities

Edit End Entity Profiles

Current End Entity Profiles

EMPTY &
End Entiy Profils

Version: 1.1

Page 26 von 28

Select Edit End Entity Profiles to
create and edit EJBCA end entity
profiles. Please see EJBCA docu-
mentation for further informa-
tions about end entity profiles.

& Web Services - Mozilla Firefox

=]
Datei Bearbeiten Ansicht Chronk  Lesezsichen Extras  Hife i
LWL B [, httpss . eipcatest local:a443/eibca/sbcaws sibcans & ~[+4]x ][ coogee o~
_|SKyPRO || Rapport | | SKyPRO | Utopia [l Aktuelle Nachrichten...
(© Disable~ /A Cookies~ || €85+ [ Forms~ (% Images~ (@ Information~ (" Miscellaneous= .. Qutine~ |, § Resizew /" Tools~ 4] View Source=
e 4 BR[|+ <. EIBCA Adminstration  DVD, Rent a DVD, G... X | %, Web Services o T & o~ [y G

Web Services

Port Name  |Status  |Information
Address: https:/fwww.ejbcatest. local:8443/ejbca/ejbcaws/ejbcaws
eibcaws A £ WSDL: https://www.ejbcatest. local:8443/ejbca/ejbcaws/ejbcaws ?wsd|
Port QName: {http://ws.protocol.core.ejbca.org/}EjbcaWsPort
Implementation class: org.ejbca.core.protocol.ws.EjbcaWs

Web Service URL

If the web service is installed cor-

rectly you can test it from your
browser. e.g.

https://ejbca.local.test:8443/ejb-
ca/ejbcaws/ejbcasw
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3 Run and test the drivers

In iManager check if both drivers
are up and running.

Identity
Vault

EJBCA_Certificate

. "7C Hovell CansoleOne =3[
We create some workstation ob- B Gk Uow WEaes Db G

Jf;eec;sclonnteaDirl]re(!alf:tory in the speci- FAPPOREL PLRL IS G
' D Wy World B svanni

= & NDS B svgo0z

= @0 UTOPIASIM BB o002

® ko _ B svi004
+ F‘,? Logging Services @ svd005

= [ Security N svdnng

Y & system B svdoo7

= & utopia
s 58 groups 3 svanog

# 8 resources
+ %8 users
8 waorkstations
# 1§ Groupwise-System Gitems 3

4 shapins registered. szer: admin.system |Tree: UTOPIASIM

View End Entity
Edit End Entity
O swoo1 b svd001 Generated o e ates

All workstation objects are cre- Vo
ate as end entity in the EJBCA Gbkm b e ey Eit End Bty

View Certificates

PKI infrastructure. The appropri- Vi Eot Bty
ate certificates are generated. Do e o GENSEES Vi Corfcol:

View Certificates
View History
View End Entity
Edit End Entity
O swioos  1ip svd004 Generated oy Cerifcates
View History
View End Entity
Edit End Entity
[ w005 i svd005 Generated oy Cerifcates
View History
View End Entity
Edit End Entity
O swd006 b svd006 Generated View Certificates
View History
View End Entity
Edit End Entity
O swi0? b sd007 Generated iy Certificates
View History
View End Entity
Edit End Entity
[0 swi008 b svd008 Generated View Certificates
View History
View End Entity

Edit End Entity
O tomcat  AdminCA1 www ejbcatest local EJBCA Sample Generated  SOLERD Entity

View History
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r

c

In ConsoleOne you see the at- Fle Edt Vew Wards Taok Hep
tribute userPKCS12. This at- FAEBROGE 28 & E0HE
tribute holds the certificate in- o B si0 (Graaries o svao
. . . = & nDs
CIUdIng prlvate and pLIbIIC key = &5 UTOPIASIM g:::ggg General v | Operstor | Restrictions | NDS Rights ~ | Other
i H 2 kK p
material. o 63 Lngggmggmices B3 svd004 Ecit
o B secuny B svinos
o By systern gsvdﬂua Leftover atiributes that sre not handled by custom pages
- : 007 ptributest
% gggfuups @ s¥du08 fil"k gi?XML-Assu[:ialiuns
+ “8 resources T Object Class
# o8 users -9 IhCertificateTimestarmp
3 workstations __@L“:E'PKCSQ
+ [ Groupise-System 3080020103308006002A564

All certificates are exported by & cens v]ia - a4 | & s

the loopback driver as PFX file feets _

. . . Mame Ext Size | Changed

including the password file. . 07.09.2007 15:25:21
svdUUl.pf‘x 3406 28.09.200702:15:51
svdDUl.pw 3 28.09.2007 02:15:51
svdUUZ.pf‘x 3406 28.09.200702:15:51
svdDDZ.pw 3 28.09.2007 02:15:51
svdDDS.pf‘x 3406 28.09.2007 02:15:52
svdDDS.pw 3 28.09.2007 02:15:52
svdDD‘Lpf‘x 3406 28.09.2007 02:15:52
svdDD4.pw 3 28.09.2007 02:15:52
svdDDS.Dfx 3406 28.09.2007 02:15:52
svdDDS.DW 3 28.09.2007 02:15:52
svdDDG.Dfx 3406 28.09.2007 02:15:52
svdDDG.DW 3 28.09.2007 02:15:52
svdDD?.pfx F406 28.09.2007 02:15:52
svdDD?.pw 3 28.09.2007 02:15:52
svdDDS.pfx 408 28.09.2007 02:15:53
svdDDS.pw 3 28.09.2007 02:15:53
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